Software Token Enrollment: SafeNet MobilePASS+ for Apple iOS

Step 1: Open the Self-Enrollment email
a. Open the Self-Enrollment email on your
Apple iOS phone. NOTE: If using a
personal phone, open the email with OWA
(https://owa.utc.com) or securely forward
the URL to your device.
b. Tap the link to go to the SafeNet
enrollment web page.

Step 2: SafeNet Token Enrollment web page
a. NOTE: If the MobilePASS+ app is already
installed and running on your phone, skip
to Step 5.
b. To install the app from the Apple Store, tap
the MobilePASS+ icon.
c. If prompted, enter your Apple ID
credentials.

Step 3: Download the MobilePASS+ app
a. Tap the cloud icon to begin the download.

Step 4: Go back to the enrollment web page
a. Tap the < Safari link (upper left corner)
when the download is finished. NOTE: if
the link is not present, double-tap the
Home button on your phone, then select
the SafeNet enrollment web page.

Step 5: Enroll your MobilePASS+ token
b. Tap the URL: Enroll your MobilePASS+
token

Step 6: Confirm Enrollment
a. Tap the Open button.

Step 7: Confirm Push Notifications
a. At the Push Notification prompt, tap the
OK button.
b. At the next screen, tap the Allow button.
NOTE: UTC has not enabled Push
Notifications within the SafeNet product.

Step 8: Set and Confirm your Server PIN
a. In the Server PIN field, enter a PIN that is 4
to 16 numeric digits.
b. In the Confirm Server PIN field, re-enter
your PIN.
c. Tap the Submit button.

Step 9: Confirm Token Name
a. If desired, edit the Token Name field.
NOTE: the default Token Name is your
SafeNet User ID and the MobilePASS token
serial number.
b. Tap the OK button to save the token name.
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Step 10: Select the Token
a. At the MobilePASS+ screen, tap the token
name to generate a token passcode.
NOTE: the MobilePASS+ app allows
multiple software tokens to be installed,
however, the UTC policy is one token per
user. You may tap the Gear Icon to delete
unwanted software tokens.

Step 11: View Current Passcode
a. The six digit passcode is displayed in the
field. NOTE: Ignore the gap between the
third and fourth digits—it is NOT a space
character!
b. Once a token passcode has been used for
authentication, it may not be re-used. Tap
the Next Passcode button to generate a
new passcode.

Step 12: Authenticating using SafeNet tokens
a. In the Username (or UserID) field, enter
your SafeNet User ID. NOTE: your SafeNet
UserID may or may not match your
Windows domain logon ID.
b. In the Password (or Passcode) field, enter
your passcode (PIN + tokencode).
c. Tap the OK (or Login) button. NOTE:
These login screens are for Cisco
AnyConnect (VPN) and TPAM. Other
applications that require SafeNet
Authentication are similar.

Software Token Enrollment: SafeNet MobilePASS+ for Android

Step 1: Open the Self-Enrollment email
a. Open the Self-Enrollment email on your
Android phone. NOTE: If using a personal
phone, open the email with OWA
(https://owa.utc.com) or securely forward
the message to your device.
b. Tap the link to go to the SafeNet
enrollment web page.

Step 2: SafeNet Token Enrollment web page
a. NOTE: If the MobilePASS+ app is already
installed and running on your phone, skip
to Step 5.
b. To install the app from the Google Play, tap
the MobilePASS+ icon.
c. If prompted, enter your Google Play
credentials.

Step 3: Install and Open the MobilePASS+ app
a. Tap the Install button to begin the
download.
b. After the download has completed, tap the
Open button.

Step 4: Configure MobilePASS+
a. At the prompt Allow MobilePASS+ to
make and manage phone calls?, tap the
ALLOW button. NOTE: This step is
required to assign MobilePASS+ the proper
security permissions in your phone.
b. At the Welcome to MobilePASS+ screen,
tap the Get Started button.

Step 5: Confirm MobilePASS+ is running
a. At this screen, the MobilePASS+ is installed
and running but no token has been
enrolled.
b. Repeat Step 1 or tap the back button on
your phone to select the browser window
with the SafeNet enrollment web page.

Step 6: Enroll your MobilePASS+ token
a. From the Safenet enrollment web page,
tap the link: Enroll your MobilePASS+
token. NOTE: if the link fails, the follow
the Automatic Enrollment instructions to
copy and paste the enrollment string.

Step 7: Set and Confirm your Server PIN
a. In the Server PIN field, enter a PIN that is 4
to 16 numeric digits.
b. In the Confirm Server PIN field, re-enter
your PIN.
c. Tap the Submit button.

Step 8: Confirm Token Name
a. If desired, edit the Token Name field.
NOTE: the default Token Name is your
SafeNet User ID and the MobilePASS token
serial number.
b. Tap the OK button to save the token name.

Step 9: Allow Notifications
a. At the Notification Settings Action screen,
tap the OK button.
b. When the Notification access setting
apprears, toggle it to the ON position.
c. At the Allow MobilePASS+ screen, tap OK.

Cisco AnyConnect (VPN)

TPAM

Step 10: Select the Token
a. Tap the back button on your phone to
select the MobilePASS+ app.
b. At the MobilePASS+ screen, tap the token
name to generate a token passcode.
NOTE: the MobilePASS+ app allows
multiple software tokens to be installed,
however, the UTC policy is one token per
user. You may tap the Gear Icon to delete
unwanted software tokens.

Step 11: View Current Passcode
a. The six digit passcode is displayed in the
field. NOTE: Ignore the gap between the
third and fourth digits—it is NOT a space
character!
b. Once a token passcode has been used for
authentication, it may not be re-used. Tap
the Next Passcode button to generate a
new passcode.

Step 12: Authenticating using SafeNet tokens
a. In the Username (or UserID) field, enter
your SafeNet User ID. NOTE: your SafeNet
User ID may or may not match your
Windows domain logon ID.
b. In the Password (or Passcode) field, enter
your passcode (PIN + tokencode).
c. Tap the OK (or Login) button. NOTE:
These login screens are for Cisco
AnyConnect (VPN) and TPAM. Other
applications that require SafeNet
Authentication are similar.

Software Token Enrollment: SafeNet MobilePASS for Windows Phone

Step 1: Open the Self-Enrollment email
a. Open the Self-Enrollment email on your
Windows Phone. NOTE: If using a
personal phone, open the email with OWA
(https://owa.utc.com) or securely forward
the message to your device.
b. Tap the link to go to the SafeNet
enrollment web page.

Step 2: SafeNet Token Enrollment web page
a. NOTE: If the MobilePASS app is already
installed and running on your phone, skip
to Step 4.
b. To install the app from the Microsoft Store,
tap the MobilePASS icon. NOTE: If the icon
is not displayed, turn your phone sideways.
c. If prompted, enter your Microsoft Account
credentials.

Step 3: Install the MobilePASS app
a. Tap the Install button to begin the
download.
b. After the installation is complete, touch
and hold the back button to return to the
SafeNet Token enrollment web page in
Explorer.

Step 4: Enroll your MobilePASS token
a. From the Safenet enrollment web page,
tap the link: Enroll your MobilePASS
token. NOTE: if the link fails, the follow
the Automatic Enrollment instructions to
copy and paste the enrollment string.

Step 5: Confirm Token Name
a. If desired, edit the New Token Name field.
NOTE: the default Token Name is your
SafeNet User ID.
b. Tap the Activate button to save the token
name.

Step 6: Set your Server PIN
a. In the OTP PIN field, enter a PIN that is 4 to
16 alphanumeric characters.
b. Tap the Continue button.
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Step 7: Confirm your Server PIN
c. In the Re-enter OTP PIN field, re-enter
your PIN.
d. Tap the Continue button.

Step 8: View Current Passcode
a. The six digit passcode is displayed in the
field.
b. Once a token passcode has been used for
authentication, it may not be re-used. Tap
the Generate Passcode button to create a
new passcode.

Step 9: Authenticating using SafeNet tokens
a. In the Username (or UserID) field, enter
your SafeNet User ID. NOTE: your SafeNet
User ID may or may not match your
Windows domain logon ID.
b. In the Password (or Passcode) field, enter
your passcode (PIN + tokencode).
c. Tap the OK (or Login) button. NOTE:
These login screens are for Cisco
AnyConnect (VPN) and TPAM. Other
applications that require SafeNet
Authentication are similar.

SafeNet Account and Token Rules of Use
Security in the SafeNet Authentication Service is based on combination of what you know (your PIN)
with what you have (your token). For this security schema to work, it is critical that your account and
token be kept safe, secure, and protected at all times.
Your SafeNet account and token are for your use only. Never share your account with anyone for any
reason. All network activity is monitored at all times and by using your SafeNet account and token, your
consent to be monitored is implied.
Commit your PIN to memory and do not record it anywhere. Never disclose your PIN to anyone,
including co-workers, support staff or others who may claim to be support staff. If you suspect your PIN
has been compromised, call the Service Desk or visit the Self-Service Portal to have it changed
immediately.
Change your PIN on a regular basis. As a rule of thumb, 90 days is a change interval that will keep your
account secure.
If your hardware token or phone device with a software token (company issued or personally owned) is
ever lost or stolen, contact the Service Desk immediately to have your SafeNet account disabled. If you
have misplaced your token or left it at home, contact the Service Desk to receive a temporary password.
Keep your hardware token out of the hands (and mouths) of infants. Do not press the button on your
eToken for any reason except when generating a tokencode.
Never install a MobilePASS software token on a device that is jail broken or is not configured securely. If
using a personal smart phone, configure it to require an alphanumeric or biometric passcode before use.
Always make sure your device operating system and MobilePASS application are updated to the latest
version. When upgrading to a new smartphone, uninstall MobilePASS and make sure the device
configuration is wiped before recycling it.
Never attempt to export, transfer, decompile or reverse engineer the MobilePASS application or
software token. When restoring a smart phone from a backup, you must contact the Service Desk to
have your software token re-provisioned.
If your SafeNet account is no longer needed, contact your business unit to have it deleted. Dormant
accounts with no login activity for a period of 12 months will be deleted.

Hardware Token Disposal
To properly dispose of your expired hardware token, please follow your local e-waste procedures.

Support Resources
SafeNet Self-Service Portal:

https://ss.safenet-inc.com/blackshieldss/O/WYZAP2LC54/index.aspx

Additional Documentation:

http://networkservices.utc.com/ERA/Pages/ERAHome.aspx

To report a problem:

Contact your local IT or call the CSC Service Desk

